
 

DERAS WEBSOCKET PROTOCOL V1.5 
 

 

​
Sebelum menggunakan Websocket protokol pastikan aplikasi DERAS.EXE sudah berjalan 
dan terkoneksi dengan Hardware. 
 
WEBSOCKET PROTOCOL: 
URL: localhost:3030​
 

-​ Get RFID Power 
-​ Payload:   ​

{event: “get-rfid-power” } 
-​ Success Response: ​

{"event":"response-get-rfid-power","statusCode":1,"message":"success!","value":20} 
Error Response: ​

​ {"event":"response-get-rfid-power","statusCode":0,"message":"failed!"} 
 

-​ Set RFID Power 
-​ Payload:   ​

{event: “set-rfid-power”, “value”: 30 } 
-​ Success Response: ​

{"event":"set-rfid-power","statusCode":1,"message":"success!"} 
Error Response: ​

​ {"event":"set-rfid-power","statusCode":0,"message":"failed!"} 
 

-​ Set Buzzer on 
-​ Payload:   ​

{event: “set-buzzer-on”} 
-​ Success Response: ​

{"event":"response-set-buzzer-on","statusCode":1,"message":"succes: 
set-buzzer-on"} 
Error Response: ​

​ {"event":"response-set-buzzer-on","statusCode":0,"message":"failed: set-buzzer-on"} 
 

-​ Set Buzzer off 
-​ Payload:   ​

{event: “set-buzzer-off”} 
-​ Success Response: ​

{"event":"response-set-buzzer-off","statusCode":1,"message":"succes: 
set-buzzer-on"} 
Error Response: ​

​ {"event":"response-set-buzzer-off","statusCode":0,"message":"failed: set-buzzer-on"} 
 

​  
-​ Scan RFID On 

-​ Payload: ​
{“event”: “scan-rfid-on”} 

-​ Success Response: ​
{“event”: “response-scan-rfid-on”, statusCode: 1, message: “success!”} 

-​ Error Response: ​
{event: “response-scan-rfid-on”, statusCode: 0, message: “error ____”}​
 

       *setelah event “scan-rfid-on” dikirim ke server localhost:3030, maka UHF RFID akan merespon 
dengan melempar data yang dibacakan dengan format “scan-rfid-event”. 
 
 



 

-​ Scan RFID Off 
-​ Payload: ​

{event: “scan-rfid-off”} 
-​ Success Response: ​

{event: “response-scan-rfid-off”, statusCode: 1, message: “success!”} 
-​ Error Response: ​

{event: “response-scan-rfid-off”, statusCode: 0, message: “error ____”}​
 

-​ Scan RFID Single 
-​ Payload:​

{event: “scan-rfid-single”} 
-​ Success Response: ​

{event: “response-scan-rfid-single”, statusCode: 1, message: “success!”} 
-​ Error Response: ​

{event: “response-scan-rfid-single”, statusCode: 0, message: “error ____”}​
 

-​ Scan Pick To Light 
-​ Payload:   ​

 {"event" : "scan-rfid-light-on", "value": { "tid": "E281D0152000F7196907C13C"}} 
-​ Success Response: ​

{ "event": "response-scan-rfid-light-on”, "statusCode": 1, "message": "success!"} 
-​ Error Response: ​

{ "event": "response-scan-rfid-light-on”, "statusCode": 0, "message": "Error Scan / Not 
Found" } 

 
-​ Scan RFID Event 

-​ Response: 
{"event":"scan-rfid-result","type":1,"data":"739015CFEEF95761629C9D9A72992EC8"
,"data_tid":"E280117020000141C5890A71","pc":null,"user":"","ant":"1","rssi":"-60.7","s
ensor":null,"rfid_valid":"1"} 
 

-​ Set GPIO pin 3-4 (Turn-on) 
-​ Payload:   ​

 {"event" : "set-gpio-on"} 
-​ Success Response: ​

{"event":"response-set-gpio-on","statusCode":1,"message":"succes: set-gpio-on"} 
-​ Error Response: ​

{"event":"response-set-gpio-on","statusCode":0,"message":"error: set-gpio-on"}​
 

-​ Ser GPIO pin 3-4 (Turn-off) 
-​ Payload:   ​

 {"event" : "set-gpio-off"} 
-​ Success Response: ​

{"event":"response-set-gpio-on","statusCode":1,"message":"succes: set-gpio-off"} 
-​ Error Response: ​

{"event":"response-set-gpio-on","statusCode":0,"message":"error: set-gpio-off"} 
 

 
 
DATABASE ACCESS:​
 

-​ [READ] Get List Tags 
-​ Payload:    

 {"event": "db-storage-get-rfid-list"}  
-​ Success Response: 

{"event":"response-db-storage-get-tags","statusCode":1,"message":"success","value":
[{"id":0,"tid":"E2801170200012EEE06C0B4BFD9001220D0A","status":1}, {...}, {....}] 

-​ Error Response: ​
{ "event": "response-db-storage-get-tags, "statusCode": 0, "message": "error: Data 
not found!" } 



 

-​ [CREATE] Insert Tags 
-​ Payload:   ​

 {"event" : "db-storage-insert-rfid-list", “value”: {  
 "tid": "1234567890ABCDEF", 
        "epc": "E2000017221101441890B3D4", 
        "status": 1, 
        "category": 2, 
        "description": "Sample RFID tag description", 
        "flag_alarm": 0, 
        "created_time": "2023-10-10T14:48:00Z", 
        "alias_antenna": "Antenna1", 
        "no_sku": "SKU12345" 
    } 
}  

-​ Success Response: 
{"event":"response-db-storage-insert-rfid-list","statusCode":1,"message":"success"} 

-​ Error Response: ​
{ "event": "response-db-storage-insert-rfid-list, "statusCode": 0, "message": "error: 
insert data!" } 

 
-​ [UPDATE] Update Tags  

-​ Payload:    ​
{"event" : "db-storage-update-rfid-list", "value":{ 
 "tid": "1234567890ABCDEF", 
        "epc": "E2000017221101441890B3D4", 
        "status": 1, 
        "category": 2, 
        "description": "Sample RFID tag description", 
        "flag_alarm": 0, 
        "created_time": "2023-10-10T14:48:00Z", 
        "alias_antenna": "Antenna1", 
        "no_sku": "SKU12345" 
    } 
} 

-​ Success Response: 
{"event":"response-db-storage-update-rfid-list","statusCode":1,"message":"success"} 

-​ Error Response: 
{"event":"response-db-storage-update-rfid-list","statusCode":0,"message":"error: 
update data!"} 

-​ [DELETE] Remove Tags 
-​ Payload:   ​

 {"event" : "db-storage-remove-rfid-list", "value": { "tid": "E280…" }} 
-​ Success Response: 

{"event":"response-db-storage-remove-rfid-list","statusCode":1,"message":"success"} 
-​ Error Response: 

{"event":"response-db-storage-remove-rfid-list","statusCode":0,"message":"error 
remove data!"} 

 
 
DATABASE REPORT LOGS AND ALIAS ZONA: 

-​ GET ALIAS ZONA: 
-​ Payload:   ​

 {"event" : "local-get-alias-antenna"} 
-​ Success Response: ​

{"event":"response-local-alias-antenna","statusCode":1,"message":"success","value":[
{"ant":1,"alias":"WAREHOUSE1"},{"ant":2,"alias":"WAREHOUSE2"},{"ant":3,"alias":"W
AREHOUSE3"},{"ant":4,"alias":"WAREHOUSE4"}]} 

-​ Error Response: 
{"event":"response-local-alias-antenna","statusCode":0,"message":"error get data!"}​
 



 

-​ GET LOG REPORT HISTORY 
-​ Payload:   ​

 {"event": "report-logs"} 
-​ Success Response: ​

{"event":"response-report-logs","statusCode":1,"message":"success","value":[{"id":0,"t
id":"E280689420004025A81158A5","epc":"E280689400004025A81158A5","status":1,
"created_time":"2024-11-01T16:25:15.7070625","description":"LAUNDRY 
TAG","category":0,"flag_alarm":0,"ant":0,"alias_antenna":"WAREHOUSE1","no_sku":"
-"},{"id":0,"tid":"E280689420004025A81158A5","epc":"E280689400004025A81158A5"
,"status":1,"created_time":"2024-11-01T16:24:11.2968277","description":"LAUNDRY 
TAG","category":0,"flag_alarm":0,"ant":0,"alias_antenna":"WAREHOUSE1","no_sku":"
-"}]} 

-​ Error Response:​
 {"event":"response-report-logs","statusCode":0,"message":"error get data!"} 

-​ Payload params conditions: ​
* you can also use conditions to find some specific data as you need, the conditions params are nullable. 
example:​
{​
   event: “report-logs”,​
   value: {​
​ conditions: {​
​ ​ start_date: “....”,​
​ ​ end_date: “......”,​
​ ​ alias_antena : “....”,​
​ ​ description: “....”,​
​ ​ tid: “...”​
​ ​ }​
​ }​
} 

 
-​ GET LISTENER TUDI LACAK REAL-TIME: 

-​ Listener event:   ​
  { 
    "event": "response-db-storage-rfid-list-check", 
    "status": 1, 
    "message": "success", 
    "data": { 
        "tid": "1234567890ABCDEF", 
        "epc": "E2000017221101441890B3D4", 
        "status": 1, 
        "category": 2, 
        "description": "Sample RFID tag description", 
        "flag_alarm": 0, 
        "created_time": "2023-10-10T14:48:00Z", 
        "alias_antenna": "Antenna1", 
        "no_sku": "SKU12345" 
    } 
} ​
 

Example using websocket plugin chrome browser​



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Example C#: 



 

 
 



 

Example Python:​

 
 
 
 



 

Example Javascript:​

 
 
 



 

Example PHP:​

 


